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K.1 DOCUMENT MANAGEMENT AND FILING SYSTEM

In order to create adequate audit trails (both in hard copy and electronic form) and in order to facilitate the easy retrieval of documents at any given point of time by any authorised person, a paper filing system (hard copies of paper documents) as well as an electronic filing system should be established and maintained.

In the course of their daily activities, all the staff members are responsible for ensuring that documents they handle for whatever purpose are handled in accordance with the internal applicable procedures.

K.1.1 Registers

Incoming and outgoing mail registers [I/O Registers] serve as a tool for registration of any document or information received or sent. 


The flow of documents to/from the Ministry is regulated by “Instruction on the Filing Activities, the Document circulation and the Control of the Implementation of the tasks in the Administration of the Ministry” in its latest title and manifestation. The instructions regulate:

· Receiving and distribution of documents;

· Registration of documents (Automated Information System);

· Distribution of documents and tasks resulting from them;

· Control of tasks implementation;

· Safe-keeping and archiving of documents;

· Instructions on drafting and endorsing of documents;

· Use of stamps of the Ministry.

K.1.2 Automated information system

The Automated Information System operated by the Administrative Services of the Ministry generates a reference number to both – entering (Courier IN) and leaving (Courier OUT) documents, tracks the transmission of documents to their destinations and provides for monitoring of deadlines (if any deadline is applicable).

K.1.3 
Paper Filing System

Files are organised to contain documents, information and correspondence related to a specific topic. All files are labelled using printed labels indicating precisely the content of the file.

Retention and archiving issues are regulated under “Instruction on the Filing Activities, the Document Circulation and the Control on the Implementation of the Tasks in the Administration of the Ministry”.

The Director of MA/IA is responsible for ensuring:
· the development and maintenance of an optimum archiving system securing any stored documentation,

· providing for personal and material conditions required for setting up and maintaining the archiving system,

· ensuring that archived documentation is kept at the disposal of auditors.
 

All files are closed and transferred to archive after the closure of the CF 1164/94/ISPA projects and are kept in archives during a minimum of seven years after the closure of the project.
The Central Archive of the Ministry is controlled and operated by the Administration Services of the Ministry. 

K.1.4 Electronic Filing System

K.1.4.1 Local Area Network

The Electronic Filing System fully employs technical and programming facility of the Local Area Network (LAN) established in the Ministry and includes all existing PCs and network printers of the Ministry offices. All ministerial units are interconnected in the LAN that allows the use of the LAN for both internal and external communications. 

Each LAN user is assigned a username and password to ensure network identification and access to the corresponding network resources. 

Each LAN user has own e-mail address and an access to Intranet based WEB pages related to the activities of the Ministry and access to Internet if required by his/her official duties.

K.1.4.2 Structure of Files

The structure of electronic files is the same as of paper files.  Some documents are kept in both types of files, if available.

K.1.4.3 Content of folders

The LAN users can use the following folders located on the HDD Space of Central Server of the Ministry:
· Personal Limited Space Folders which serve as storage for user’s files (profiles, documents, etc.).

· Official Folders which are designed for official use only. The files with information related to the specific activities of each directorate (department, unit, section, working group, etc) must be preserved in the official folders. The Official Personal Folders are also part of the Official Folders. 

· Limited Access Folders: which contain information accessible only for limited group of users.  

K.2 TECHNICAL SYSTEMS

K.2.1 
Administration of IT System

The IT Directorate of the Ministry (ITD) has an overall responsibility for introducing the IT Policy and its implementation. The ITD has supportive, coordinating and unifying function as related to activities connected with establishment, implementation, development, maintenance and management of information technologies in the Ministry. The Directorate operates and supports all IT solutions resulting from the policy, including installation of additional LAN units.

K.2.2 Existing assets and arrangements

Users are equipped with Personal Computers (PCs) and inventory is maintained by the IT Directorate.

The LAN users are connected to the Central Server of the Ministry. The IT Directorate (System Administrator) is responsible for the overall maintenance of the server. The LAN users in the MA/IA have no administration privileges in respect of the server and LAN. The central server is equipped with UPS system.

The following applications/software are used. 

SAP R/3

SAP R/3 system is a centralised fully integrated system that has been implemented in the Ministry of Finance and accepted as a standard management information system regarding CF (ISPA), Phare and SAPARD. The system is to cover accounting, budgeting, financial management issues.

The modules of SAP R/3 implemented are:

•
FI - Financial Accounting which covers Asset accounting, Accounts payable, Accounts receivable, General ledger accounting, FI-LC Consolidation Special purpose ledger and Funds Management.

•
CO - Controlling: which is used to monitor the Ministry’s cost structures and the related factors. The module includes cost controlling and profitability analysis.

•
PS - Project System: this is a complete project system that handles all aspects of activities, resource planning, and budgeting of complex tasks. It includes a complete information system to keep track of project status. It connects with the accounting and logistics applications and has many graphical capabilities as well as the ability to interface with external applications.

ISPA (CF 1164/94) MIS

ISPA (CF 1164/94) MIS is a reporting system developed and managed under the authority of the NC. It is a web-based application designed to centralise and comment :

-
Monthly Progress Sheets;

-
Twice a year Monitoring Sheets. 

Microsoft office and other applications 

The following Application Software is installed as standard on each PC:

· MS Windows XP 2000

· MS Office Professional

· Cyrillic Spell Checking Software

· eTrust Antivirus + auto update

· English-Bulgarian Dictionary  - SA Dictionary

· Acrobat Reader

· MS Internet Explorer 6.0

· Legal Information System APIS

· Legal Information System Ciela

K.2.3 IT Continuity Plan

IT continuity of the work of the MA/IA is regulated by IT Continuity Plan developed by ITD and approved by the Secretary General of the Ministry of Transport. This document describes the strategy of transferring business activities to different locations in case of disaster. In addition, it establishes a clear procedure for acting in emergency including a classification of different types of disasters. 

The IT disaster recovery actions and operations related to the specific MA/IA activities are fully subordinated to the Disaster Recovery Plan of the Ministry of Transport.

The IT Continuity Plan for the MA/IA is brought to the attention to all employees of the Directorate. 

K.2.4 
IT Security

IT security of the MA/IA is regulated and controlled by the ITD at the MoT. IT procedures addressing the main risks and covering the data of the MA/IA have been established.

For most of the processes, the MA/IA takes management decisions based on documents received on hard copies. 

Therefore, the only critical process is the accounting system (SAP) which is totally centralized in the Ministry of Finance. 
K.2.4.1 Password Policies and Procedures

In accordance with Internal Regulations for the Rights and obligations of the users of computer environment in the Ministry:
· any access to the LAN is regulated by passwords. After the first logon to the Local Area Network, each system user is directed to the Intranet based web page containing Internal Regulations "For the rights and obligations of the users of computer environment in the Ministry of Transport”.
· The LAN user must establish own password after the first login. The prohibition for using PC without password protection is regulated by Internal Regulation of the Ministry of Transport. Every user must use only his/her user name and personal password. Any password familiar to other non-authorised person must be changed immediately.

To ensure protection of electronic information against unauthorised access each PC user in the MA/IA is obliged to observe the following general rules for password safe-keeping and changes:

· Periodically, at least once each 1 month to change their own password. If the Password Changing Option is not included in the personal profile settings, the change must be performed in co-operation with the IT Directorate of the MF or with the person responsible for the software maintenance;

· Keep the passwords in a safe place. Don't write password down or store it on the computer;
· The password must be at least 6 characters long;
· Passwords should contain at least two numbers and two letters, and it's a good idea to mix upper and lower case letters;

· Any word that is in a dictionary, or any names, places, or personal information like your birth date should be not chosen.

K.2.4.2 Virus Protection

The virus protection is ensured by anti virus software eTrust. The virus protection software update and maintenance is under responsibility of the IT Directorate that realises it by server-client installation with automatic update.

The LAN users are obliged to check for viruses of each file received by e-mail, floppy disk or any other external media before opening. In case of any indication or suspicion of existence of infected files the LAN users are obliged to inform the IT Directorate. The IT Directorate is responsible for training the Ministry staff in checking viruses.

K.2.4.3 Network Security 
K.2.4.3.1 Firewall

The Firewall protection is implemented to the LAN of the Ministry against unauthorised access via Internet and the National ATM for the State Administration. Firewall is configured to supply full access to almost all Internet services from the “internal” side of MoT but preventing “outsiders” from access to the internal resources.
The Firewall protection is realized via Juniper Networks NetScreen-25 that integrates multiple security functions - Stateful and Deep Inspection firewall, IPSec VPN, denial of service protection, antivirus and Web filtering.
K.2.4.3.2 Internet/Intranet Access

Outgoing traffic to all services is allowed. Therefore a Personal Firewall subsystem running on the end-user PC should be a good addition to the overall antivirus/antispyware prevention.

K.2.4.3.3 E-mail

E-mail is distributed to the end-users utilizing SMTP/POP3 protocols. POP3 clients hold received e-mail both in Exchange server mailbox and in local mailboxes 

Antivirus module runs on e-mail server. Both outgoing and incoming e-mails are checked for viruses if not encrypted. There is no banned content.

The Antispam protection is ensured by antispam and antivirus software Symantec Brightmail AntiSpam that provides protection against spam, e-mail fraud and email-borne viruses.

K.2.4.3.4 Authority and Access rights to Network File/print resources

Network accessible file and print resources are available via the native Microsoft’s file/print sharing. All users and resources are included in the Ministry’s Active Directory (AD) Domain. The access to all resources is controlled by the AD. User accounts are password protected – and respectively access to resources is controlled.

File areas are divided into common, group and personal. Access to the group areas is basically granted according to appurtenance to administrative units. Finer granularity and additional rights are achievable on request from the respective manager. Internal IT Rules document provide further information on this topic.

The SAP has software tool for access list support.
K.2.4.4 Physical Protection

The access to the offices of the Ministry (including the server room) is controlled through the use of electronic cards. 
K.2.4.4.1 Server room

There are one server room in the MoT building. The server room is on the five floor. 

The physical access to the server room is properly restricted. Only ITD  staff has access to this room. The main servers and the hardware equipment are locked. Locks are controlled by card system with appropriate access log. 

The room is equipped with fire-signalization system. 

All servers are plugged to UPS and run appropriate software doing automatic shutdown.

K.2.4.4.2 PC

Access to the PCs of the employees is physically secured. Staff rooms are locked if nobody is there. The document Internal IT Rules covers end-user obligations regarding personally used hardware. 
K.2.5 Power Supply

The LAN server room is equipped with a UPS system, fire alarm and air conditioner. The offices of the MA/IA are also equipped with fire alarms. PCs are equipped with UPS devices with a back-up time. 

K.2.6 
Back-up Procedures

Internal Procedure for creating back-ups, archiving and restoring data within the Ministry of Transport is developed and is strictly respected. It includes procedures for backup storage as well.
The MA/IA staff operates its electronic filing system on two space areas: the Central server and PCs

K.2.6.1 Central Server

All electronic files and folders used by the MA/IA employees in relation to execution of their tasks shall be created and saved on the Central server of the Ministry of Transport. That fact makes the back-ups procedure for the Ministry of Transport fully applicable and sufficient for the MA/IA.

The Central Server HDD Space contains: 

· Personal Limited Space Folders. The IT Directorate (LAN System Administrators) is responsible for data archiving and restoration.

· Official Folders. The LAN System Administrator is responsible for restoration and archiving these files within introduced time limits.

Time limits for restoring and archiving:

	Type of file
	Restoring and archiving parameters

	Personal Limited space Folders
	Archiving on daily base, preservation period of back-ups is 7 days

	Official folders
	Archiving on daily base, preservation period of back-ups is 7 days


The Data located on the Central Server of the MoT cannot be lost in case of any hardware failure of the users´ PC.

Furthermore, the specially dedicated room on the server of the MoT for the MA/IA is managed in such a way that different members of the staff in accordance with their responsibilities have different access right to the folders (only reading or editing rights). 

The IT Directorate (LAN System Administrators) is responsible for data archiving and restoration on the Central server, except for Limited Access. 

K.2.6.2 Personal Computers

The Users’ PCs HDD Space:

These files are the responsibility of the MA/IA staff for setting, maintenance and archiving. System Administrators are not responsible for archiving of the users official and personal information located on the users’ PCs HDD. The System Administrators are responsible for installation of specialised applications and software needed for official duties of each PC user.

K.2.7 
Disaster Recovery Plan

The IT Disaster Recovery actions and operations related to the specific MA/IA activities are fully subordinated to the Disaster Recovery Plan of the Ministry. 
K.3 IT training needs

K.3.1 General

Certain user level of computer literacy is demanded for each one of the employees of the MT.

Before new officials starts to work in MT, he/she shall familiarise himself/herself with following documents and information:

· Internal IT rules of operation for the users in Ministry of Transport;

· Internal IT rules of operation for the users of ISPA IA (MA for CF 1164/94).

The new official receives all of the above data by relevant Head of Department and IT expert. 

All new officials are instructed by IT expert for work with network, network resources, e-mail, data storage – access and location, etc. Training course for system security is obligatory for the whole staff of the MA/IA.

IP profiles are created within the Ministry by IT Sector. For each one of directorates is established separate profile. 

Every official has an user account for using MT network. Network security issues (protection from external attacks, handling of firewalls, creating user accounts etc.) are handled by IT Directorate of the Ministry (ITD).

K.3.2 Training needs assessment 

For the experienced officials is envisaged organisation of training courses on the basis of the data collection for their real skills and needs. The assessment is prepared by expert from Monitoring Department. The procedure is as follows: 

1.1 Training needs assessment is conveyed on an annual basis. 

1.2 Each one of the officials fills a table with self assessing his/her IT skills.

1.3 Each one of the officials fills a table showing his/her needs of training courses and level of difficulties in relation with his/her professional duties. 

1.4 Data from all employees are collected and analysed by IT expert.

1.5 Training alternatives are investigated: through programmes for skills improvement arranged by external organizations; state institutions or other entities.

1.6 Budget line for training needs obtains an approval. 

1.7 Based on the identified needs, training courses are organised by experts from MEW, the necessary trainers are chosen and relevant timetable is prepared.

1.8 Finally the officials obtain certificate and prove the achieved training level after evaluation.

K.4 WRITTEN PROCEDURES (PIM / POG)

On the basis if internal processes described in PIM / POG, all documentation is controlled to ensure that :

· it is issued to the appropriate personnel, 

· it is issued under the correct level of authority, 

· it is revised and reissued as necessary, 

· all obsolete versions are removed from the point of use. 

K.4.1 
Revision schedule

The MA/IA shall use a variety of information sources to assess the MA/IA systems and procedures and identify deficiencies and required improvements. Sources include, but are not limited to, the following:

· Management knowledge gained from the daily operation of the MA/IA systems,

· Meetings reports,

· Internal and External audits reports (including those performed by the EU authorities), 

· Inspections, reviews, spot-checks or outcome of complaints, 

· Programmes evaluations,

· Periodic management risk assessment.

As a minimum requirement, the PIM / POG shall be reviewed by the management :

· at least once a year

· whenever it is considered that a change / improvement of the procedures is necessary (for example in the case of changes in regulation, structures, etc….). further to recommendations expressed by the EC, Internal Auditors or External Auditors. 
· whenever legal/institutional/organisational framework modifications are made.
K.4.2 Coordination with the Paying authority (National Fund)
Modification of procedures involving other institutions must be coordinated with the related structures / partners. Changes of the PIM and POG should be reconciled with manuals of the PA/NF and NC services.
The MA/IA should submit to the approval of the Head of PA (depending on the substance and importance of the changes, minor changes do need to be reported) modifications proposed in the MA/IA procedures and related manuals.

In case of minor changes Heas of MA should inform the Head of PA about the changes in the Procedures Manual implemented.
K.4.3 Numbering procedures and tracking revisions

The PIM/POG version is sequentially numbered. The version number is shown in the header of the each page. The version number is increased every time the PIM / POG is re-issued.  

One original version of the PIM / POG is marked “Master copy” and is kept for reference. The successive “Master copies” of the revised PIM / POG are retained as records of the changes and renewed as necessary to ensure clarity. 

A “Register of Modifications” is embedded in the PIM and POG to identify the changes operated in the PIM / POG. It must be reviewed and updated as changes occur in order to prevent the use of non-applicable documents.

The nature of the change is indicated on the Register of Modifications. In the revised procedures, a vertical line on the right of the modified document will indicate changes. If a text is cancelled, the vertical line will signal the empty zone from where any text was removed.

K.4.4 Distribution of the PIM / POG

All persons concerned shall be informed on the changes occurred in the procedures by ensuring an adequate internal distribution of the PIM / POG.

The PIM / POG must be systematically distributed to each member of the staff.

The distribution of the PIM / POG is controlled and recorded on a “Distribution List”. The “Distribution List” is annexed to the Master Copy of the PIM / POG. It must be reviewed and updated as changes occur. 

K.4.5 
Revision approval

All employees can make proposals to amend and/or improve the PIM / POG. They should express their proposal to their direct supervisor. 

The supervisor shall ensure that :

· the proposed amendments / improvements are submitted to discussion during internal regular meetings (at least within 10 days after proposal of the changes)

· employees of the MA/IA, whom the amendment will have a direct effect on, are consulted to ensure consensus on the necessity and objective of the amendment.

Proposals for amendments are subject to the approval of the Director of the MA/IA. 

If the proposal is rejected, the Director shall inform the relevant Head of Department. 

Once the proposed changes are approved/agreed, the Director shall :

· assign staff to the preparation of the modified procedures,

· establish deadlines for preparation of the modified procedures,

· establish deadlines for entry into force of the amended procedures,

· ensure the quality review of the amended procedures,

· approve the amended procedures,

· submit the modified procedures to the approval of the Head of MA and further on to the approval of the Head of PA.

When relevant (depending on the substance and importance of the changes), the Head of MA shall give instructions for transmission of the new version of procedures to the Internal Audit function for examination and comments before final approval.

Internal Auditors shall liaise with the Head of MA to inform / advise him/her accordingly. 
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